IBSvite - Secure and
Compliant by Design

IBSuite is “Security by Design” — from the start and from the heart of

all our design:

« deployed in the same version for all customers regardless of
type of business/country etc.;

« country specific components are fitted on top of IBSuite as
extensions / plugins - utilizing the IBSuite documented APIs -
including customer specific extensions;

« there is no access to the underlying database of IBSuite - all
extensions / customizations therefore have to go through
documented APIs and services;

* we are ensuring backwards compatibility

What does This also means that:

« access to underlying database is
that mean? restricted by design;

« data may not be changed
directly in the database - all
access goes through proper APIs;

« fransactions are “final” once
written, hence not changeable;

« deletion of transactional data is
not supported but IBSuite marks
records to be “deleted” as
closed;

« all changes to objects/entities
and their properties are logged;

« segregation of duty by roles and
permissions
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